Chapter 4

The Berkeley Snoop Protocol

This chapter describes the design and implementation of the Berkeley Snoop protocol , which sig-

nificantly improves the end-to-end perform ance of TC P in error-prone cellular wireless networks.

It achieves this by exploiting the idea of cross-layer protocol optimizations  for enhanced end-to-

end performance.

4.1  Introduction

In Chapter 2, we described the major problems that arise w hen a TCP connection traverses wire-

less links, com municating with hosts that are mobile. A n important characteristic of w ireless links

is the occurrence of bit-errors due to physical and environmental factors. This is often coupled

with periods of intermittent connectivity and packet losses that could occur during cellular hand-

offs, as described in Section 2.5. Protocols and applications have to adapt to these channel errors to

achieve good performance.

In this chapter, we will be concerned prim arily with cellular network topologies (Section 2.4.1). In

particular, w e will focus on topologies sim ilar to the one shown in Figure 4.1, that are composed of

base stations and single-hop wireless links. Here, an end-host is directly connected via a wireless

There are more things in heaven and earth, Horatio,

Than are dreamt of in your philosophy.

˙ Hamlet [I. v. 166], William Shakespeare
link to a base station (BS) , which is then connected over a num ber of wired hops to the rest of the

Internet. We call the end-host connected via the wireless link, the mobile host (MH) , and any host

on the wired Internet com municating with it, the fixed host (FH) . Our goal is to achieve good end-

to-end perform ance for reliable data transfers in both directions.

For data transfer to  a mobile host, the Snoop protocol im proves TCP perform ance by deploying an

agent at the base station, called the snoop agent. This agent aids in the quick, local recovery of data

loss by taking advantage of the inform ation conveyed in TCP acknowledgments (ACKs) from the

receiver. The internal state it m aintains is soft, in that it is not absolutely necessary for the correct

end-to-end functioning of the protocol. Furthermore, it is very easy to regenerate and periodically

refresh if it is lost or corrupted.

For data transfer from  a mobile host, the protocol works by using a mechanism  called Explicit Loss

Notification . These are notifications generated by the base station and sent to the mobile sender as

part of the ACK stream, which reacts to them by performing retransm issions, but not  congestion

control. In the first case (transfer to a mobile host), the Snoop protocol is an example of a trans-

port-aware link protocol, while in the second case (transfer from a m obile host) it is a link-aware

transport protocol.

The rest of this chapter is organized as follows. In Section 4.2, we specify the design goals and

present an overview of the key ideas in the protocol. In Section 4.3 we describe the details of data

transfer to a mobile host and in Section 4.4 the details of data transfer from a mobile host. In

Wired N et

                                                           Fixed host

     Base Station

Mobile Host

Data

Acks

Figure 4.1 Wireless topology for the Snoop protocol.

Section 4.5, we describe how the Snoop protocol achieves good performance in the face of user

mobility using a m ulticast-based low-latency handoff protocol. We discuss the implementation

details in Section 4.6, performance results from our implementation in Section 4.7, and the results

of detailed simulations on different workloads using an empirical error model in Section 4.8. We

conclude this chapter with a sum mary in Section 4.9.

The next chapter contains a detailed performance evaluation of the Snoop protocol and quantitative

comparisons with other protocols. There, we discuss the relative benefits of each of several tech-

niques used in this and other protocols, and argue that exploiting cross-layer protocol optim iza-

tions is key to achieving good perform ance in error-prone wireless environments.

4.2  Overview

We start by presenting some preliminary measurements of TCP over a wireless network to illus-

trate the problem and understand the reasons for poor performance. We then discuss our design

goals and present an overview of the Snoop protocol.

4.2.1 Preliminary Measurements

Figure 4.2 show s the packet sequence trace of a 2 MB yte bulk TCP transfer between a fixed host

connected to the base station via 16 Internet hops, communicating with a mobile host over a 2

Mbps WaveLAN link. These experiments were performed when there was little network conges-

tion over the wide-area wired Internet, so any losses that occurred were due to wireless corruption.

In the first case, we placed the base station and receiver radio units close to each other and ensured

that no wireless losses occurred, w hile in the second case the radio units were in their normal loca-

tions in our testbed. We find that when wireless errors occur, TCP perform ance degrades signifi-

cantly˙in these experim ents, a coarse packet error rate of about 5% led to a performance

degradation of a factor of 4.5 from ideal.

A closer analysis of the packet sequence trace reveals the reasons for this. D uring the course of the

transfer, packets are lost over the wireless link and need to be retransmitted. Every time the TCP

sender detects the loss of a packet, it retransmits it, but also reduces its congestion window, ascrib-

ing the loss to be due to network congestion. This is the correct interpretation for wired networks,

69

but is usually the incorrect response in networks that have wireless links. As a result, average win-

dows are small and timeouts are frequent. Figure 4.2 show s the stalls that occur in the progress of

the connection due to tim eouts, leading to degraded performance.

Our goal is to improve the performance of TCP in such networks where non-congestion losses are

comm on, in both local-area and wide-area network topologies.

4.2.2 Design Goals

In this section, w e articulate our key design goals in developing a solution to the problems

described above.

0

200000

400000

600000

800000

1e+06

1.2e+06

1.4e+06

1.6e+06

1.8e+06

2e+06

0 10 20 30 40 50 60

Time (s)

Sequence number (bytes)

Figure 4.2 Sequence trace of TCP transfers over an error-free wireless link and a normal,

error-prone link. The performance degradation compared to the ideal case is a factor of 4.5

in this experiment, because the sender misinterprets corruption losses as a sign of network

congestion and incurs expensive timeouts that cause long idle times.

Ideal TCP with

no wireless

bit-errors

TCP Reno

¯
                   Develop a local solution:  When data is transferred from a fixed Internet host to a m obile host

                   across both wired and wireless links, the problem s caused by wireless links are local problems.

                   A local solution to these problems is better than a sender-based one because loss recovery is

                   faster in the former case and wired bandw idth is conserved. The Snoop protocol is one such

                   m echanism˙a localized wireless link protocol that improves end-to-end performance.

¯
                   Eliminate adverse interactions between protocol layers:  In Section 2.5, we described the

                   adverse interactions between conventional link-layer and end-to-end transport protocols. Our

                   design explicitly avoids these interactions.

¯
                   Enable incremental deploym ent:  Most current network applications that require reliable unicast

                   transm ission use TCP as their transport protocol. Therefore, it is desirable to achieve our goal

                   of improving its performance in our network without changing existing TCP implementations

                   in the fixed network. This will enable increm ental deployment of our solutions.

¯
                   Preserve end-to-end semantics:  We use the end-to-end argument in system design [127] as a

                   guiding principle in our design. It states that a service should be implemented in a subsystem

                   only if the service can be completely implem ented in that subsystem , or if by partially  im ple-

                   m enting the service in the subsystem, it substantially improves end-to-end performance. We

                   design our link-layer solution carefully and do not change the service m odel or semantics pro-

                   vided by TC P.

¯
                   Use only soft state:  Another key design goal is the use of only soft state  [31] in the protocol.

                   The state maintained by the protocol must be soft, so that its loss does not impact the correct

                   end-to-end functioning of the connection. If the state associated with the protocol is lost, it can

                   be rebuilt easily upon the arrival of the next packet and ACK .

4.2.3 Protocol Description

The Snoop protocol modifies the networking software only at the base station and the mobile host

connected over the wireless link. In particular, no modifications are required to TCP implementa-

tions elsewhere in the Internet. The protocol works by deploying a snoop agent  at the base station.

The agent mainly performs the functions of loss detection and loss recovery via retransmissions.

For transfer of data from a fixed host  to a m obile host, we m ake m odifications only at the base sta-

tion. These modifications include caching unacknowledged TCP data and performing local

retransmissions based on policies that depend on TCP ACKs from  the mobile host and timeouts of

locally-m aintained tim ers. By using duplicate ACKs to identify packet loss and performing local

retransmissions as soon as this loss is detected, the snoop agent shields the sender from the vagar-

ies of the wireless link. In particular, transient situations of very low com munication quality and

temporary disconnectivity are hidden from  the sender.

For transfer of data from a mobile host to a fixed host, the snoop agent detects segments corrupted

over the wireless link at the base station by snooping on packets arriving from the m obile host and

identifying holes in the transmission sequence. Then, when it detects duplicate ACKs from  the

receiver signifying a loss of data due to corruption, it sets a bit in their TCP headers and forwards

them to the m obile sender. The sender uses this Explicit Loss Notification (ELN)  information to

identify that the loss was unrelated to congestion, and retransmits the packet without  invoking any

congestion-control actions. In this case, the protocol requires m odifications to both the base station

and mobile hosts.

Together, these m echanisms improve the performance of the connection in both directions, without

sacrificing the end-to-end semantics of TCP or modifying host TCP code in the fixed Internet. This

combination of greatly improved end-to-end performance, preservation of end-to-end semantics,

and local recovery techniques is the main contribution of this work. In Chapter 5, we analyze the

detailed reasons for improved perform ance and arrive at some general conclusions about the

design of simple, yet highly-effective, link-layer protocols that do not interact adversely with TCP.

4.3  Data Transfer from a Fixed Host

We first describe the protocol for transfer of data from a fixed host to a mobile host through a base

station. The base stationś networking software is modified by adding the snoop agent, which mon-

itors every packet that passes through the connection in either direction . Packets that arrive at the

base station and destined for the m obile host now pass through the snoop agent betw een the IP and

link layers. We emphasize that no transport layer code runs at the base station; rather, there is

transport-aware link-level software that operates on all packets and ACKs.

The snoop agent maintains a cache of TCP packets

1
 sent from  the FH that have been forwarded to,

but not yet been acknowledged by the MH. This is easy to do since TCP has a cum ulative ACK

policy (Section 2.2.1). When a new packet arrives from the FH, the agent adds it to its cache and

passes the packet on to the forwarding code which performs the normal packet forwarding func-

tions. The snoop agent also monitors TCP AC Ks sent from  the mobile host, using new ACKs to

clean its cache and maintains only unacknow ledged packets there. It detects the loss of a packet by

the arrival of duplicate ACKs or by a timeout based on locally maintained round-trip timers. When

it does, it retransmits the lost packet to the MH if it has the packet cached, since these are packets

that are lost due to wireless corruption. Additionally, it suppresses  duplicate ACKs corresponding

to wireless losses from  the TCP sender, thus ensuring that false congestion control invocations

associated with fast retransmissions are avoided. If the agent does not have the packet cached, then

it was lost earlier in the path due to congestion. The corresponding duplicate ACKs are forwarded

to the TCP sender, allowing fast retransmissions and congestion control to occur as usual. Thus,

the snoop agent at the base station hides non-congestion-related wireless packet losses from the

FH sender using local retransm issions and by suppressing certain duplicate AC Ks; at the same

time, it ensures that the sender continues to react appropriately to network congestion.

The snoop agent has two main com ponents: data processing  and ACK processing . The flowcharts

summ arizing the salient features of the algorithms for these steps are shown in Figures 4.3 and 4.4.

The remainder of this section describes these algorithms in detail.

4.3.1 Data Processing

In this phase, the snoop agent processes incoming data segments from the fixed host. A TC P seg-

ment is identified by the sequence number of its first byte of data and its size

2
. At the BS, the

snoop agent keeps track of the last sequence num ber seen for the connection. At any stage in the

protocol, one of several kinds of packets can arrive at the BS from the FH, and the snoop agent

processes them  in different ways:

1. We use the terms ^packet~ and ^segment~ interchangeably. Where the distinction is important, we explic-

                 itly point it out.

2. On a sender retransmission, TCP implementations may re-segment data. We handle this case correctly in

                 the implementation of the snoop agent.

1. A new  packet in the increasing TCP sequence:  This is the common case, when a new packet in

                   the normal increasing sequence arrives at the BS. In this case the packet is added to the snoop

                   cache and forwarded on to the MH. The agent does not perform any extra copying of data w hile

                   doing this. In addition, it logs the current transmission time to later estimate the round-trip time

                   of the connection over the wireless link.

2. An out-of-sequence packet that has been cached earlier:  Although this is an uncommon case, it

                   can and does happen. First, if there have been m ultiple losses in a single window due to conges-

                   tion on the wired path, there are times when a timeout and slow start occur after a fast retrans-

                   m ission. This could lead to a sender retransmission of a previously cached segm ent. Second, if

                   there is persistent congestion over the wireless link, local retransm issions are not triggered from

                   the base stationś snoop agent. This im plies that the TCP sender recovers from such losses by

                   retransm itting packets. Finally, if the wireless link has been error-prone for several hundred

                   m illiseconds, the sender could time out and retransmit the m issing segm ent, leading to this situ-

                   ation. In our experience, the first two situations are the com mon reasons for the occurrence of

                   this condition.

                   If the sequence number is greater than the last ACK seen, it is very likely that this packet didnt́

                   reach the MH earlier, and so it is forwarded on. If, on the other hand, the sequence number is

                   less than the last ACK, this packet has probably already been received by the MH. At this point,

Yes

Packet arr ives

New pkt?

No

1. Forward packet

2. Reset local rexmit

    counter

In-sequence?

Yes

1. Cache packet

2. Forward to

    mobile

1. Mar k as cong. loss

2. Forward pkt

Congestion loss

Common case

Sender retransmission

No

Figure 4.3 Flowchart for data processing.

                   there are several possible actions the agent could take. One possibility would be to discard this

                   packet and continue, but this is not always the best thing to do. The reason for this is that the

                   original AC K with the sam e sequence number could have been lost due to congestion w hile

                   going back to the FH. The second possibility, to facilitate the sender getting to the current state

                   of the connection as fast as possible, is for the snoop agent to send a TCP ACK corresponding

                   to the last ACK  seen at the BS (with the source address and port corresponding to the MH ) to

                   the FH. H owever, the disadvantage of this is that if the information in the snoop agentś state is

                   wrong for any reason, the correctness of the end-to-end protocol is compromised. The third

                   option is to simply forward the packet to the MH, and await information from subsequent

                   ACKs to refresh the state at the agent. This is the option the agent uses, in keeping w ith our

                   soft-state design philosophy. The agent also resets the num ber of local retransmissions to zero,

                   and updates the transmission tim e of this segm ent to correctly estimate the round-trip time

                   when its ACK arrives.

3. An out-of-sequence packet that has not been cached earlier: In this case the packet was either

                   lost earlier due to congestion on the wired network, or has been delivered out-of-order by the

                   network. The former is more likely, especially if the sequence number of the packet (i.e, the

                   sequence number of its first data byte) is more than one or two packets away from the last one

                   seen so far by the snoop agent. This packet is cached by the agent and then forwarded to the

                   MH. It is also m arked as having been retransmitted by the sender. The ACK processing algo-

                   rithm uses this inform ation to process duplicate ACKs that arrive for this packet from  the MH.

4.3.2 ACK Processing

In this phase, the snoop agent m onitors and processes the ACKs sent back by the MH and performs

various operations depending on the type and num ber of ACKs it receives. These ACKs fall into

one of four categories:

1. A new , expected  AC K: This is the comm on case that occurs when no recent segments have been

                   lost, and signifies an increase in the packet sequence received at the MH . This ACK initiates the

                   cleaning of the snoop cache and all acknowledged segments are freed. The round-trip time esti-

                   m ate for the wireless link is also updated at this time. Finally, the ACK is forwarded to the FH.

2. A spurious  ACK : This is an ACK  less than the last ACK seen by the snoop agent, and is a situ-

                   ation that rarely occurs. Just as in case (2) of the data processing algorithm, it could be dis-

                   carded. Instead, we forward it to the FH, to guard against the possibility that the internal state of

                   the snoop agent may be incorrect.

3. A duplicate  AC K (DUPACK ): This is an ACK that is identical to a previously received one. In

                   particular, it is the same as the highest cumulative ACK seen so far, and does not advertise a dif-

                   ferent receiver window from the previous one. In this case the next packet in sequence from the

                   DU PACK has not yet been received by the MH. How ever, some subsequent packets in the

                   sequence have been received, since the MH generates a DUPACK for each TCP segment

                   received out of sequence. One of several actions is taken depending on the type of DUPACK

                   and the current state of the snoop agent:

¯
                   The first case occurs when the DUPACK  is for a packet that is either not in the snoop cache or

                   has been marked during data processing as having been retransmitted by the sender. If the

                   packet is not in the cache, it needs to be resent from the FH, perhaps after invoking the neces-

                   sary congestion control m echanisms at the sender. If the packet was marked as a sender-retrans-

                   m itted packet, the DUPACK needs to be propagated to the FH because the TCP sender

Figure 4.4 Flowchart for ACK processing
.

ACK arr ives

No

Dup ACK?

No

New ACK?

Yes

Yes

                                                                                                             Forward

First one?

No

                                                                                                               Discard

Yes

Common case

                                                                                                             Spur ious ACK

Next pkt lost

                                                                            Suppress later

                                                                          dup ACKs for lost packet

Retransmit lost

(next) packet at

high pr ior ity

1. Free buffers

2. Update RTT

estimate

3. Propagate

ACK to sender

Expected

ACK?

No

In cache?

                   m aintains state based on the num ber of duplicate ACKs it receives when it retransmits a packet.

                   Therefore, both these situations require the DUPACK  to be routed to the FH. This is especially

                   important to help the sender perform fast recovery (Section 2.2.2) correctly.

¯
                   The second case occurs when the snoop agent gets a DUPACK that it does not expect to receive

                   for the packet. This typically happens when the first DUPACK arrives for the packet after a sub-

                   sequent packet in the stream  reaches the MH, following a packet loss. The arrival of each suc-

                   cessive packet in the window causes a DUPACK to be generated for the lost packet. To make

                   the number of such DUPACKs as small as possible, the agent retransmits the lost packet as

                   soon as the loss is detected at a higher priority  than norm al packets (how this is done is

                   described in Section 4.6). In addition, the snoop agent estimates the maximum number of

                   DU PACKs that can arrive for this packet. This is done by counting the num ber of packets that

                   were transm itted after the lost packet prior to its retransmission. The snoop agent also updates

                   its estimate of the next expected new ACK, once the losses in this window are recovered. This

                   is equal to one more than the last data byte sent prior to the loss.

¯
                   The third case occurs when an ^expected~ D UPACK arrives, based on the above maximum esti-

                   m ate. The m issing packet would have already been retransmitted when the first DUPACK

                   arrived (and the estimate was zero), so no retransm issions occur at this stage. In practice, the

                   retransm itted packet reaches the MH before m ost of the later packets do (because it was retrans-

                   m itted at a higher priority) and the BS sees an increase in the ACK sequence before all the

                   expected DUPACKs arrive.

                   In addition, we suppress  this DUPACK by discarding it, thereby preventing the sender from

                   receiving and reacting to it. This is because we have already ensured a retransmission attem pt

                   for the corresponding segment, and do not want the sender to perform a fast retransmission and

                   invoke congestion-control actions in response to this perceived loss.

4. A new, unexpected  ACK: During the processing of DUPACKs following a set of losses in a

                   window, the snoop agent keeps track of the first new ACK it expects to see when all losses are

                   recovered from. If the new ACK is smaller than this estimate, we call it ^unexpected.~ The most

                   likely cause for this is that the next segment was lost as well, for otherwise the new ACK would

                   have equalled the next expected one. In addition, no DUPACKs may arrive for this loss because

                   all the DUPACKs in the window arrived for the previous loss. Thus, after cleaning the cache

                   and freeing all acknowledged segments, we retransmit the next missing one.

Retransm itting packets at a higher priority improves performance at all error rates. This enables

retransmitted packets to reach the mobile host sooner, reducing the number of duplicate ACKs. It

reduces the sensitivity of the protocol to accurately maintaining a count of the number of expected

duplicate ACKs, since ACK s could get lost during loss periods. In the common case when the

wireless link is the connectionś bandwidth bottleneck, the first new ACK generated after a higher-

priority retransmission is less than w hat it would be w ithout such prioritization, as shown in

Figure 4.5. This implies that the number of segments transmitted by the sender in a burst is smaller

in the former case, since the senderś sliding window would shift by a sm aller amount. This in turn

reduces the degree of congestion in the network by reducing the occurrence of bursts.

The snoop agent also keeps track of the number of local retransmissions for a packet, and resets

this number to zero if the packet arrives again from the sender following a timeout or a fast retrans-

mission. In addition to retransm itting packets depending on the number and type of ACK s ( data-

driven retransmissions ), the snoop agent also performs retransmissions driven by timeouts. This is

described in more detail in Section 4.6.

Wired networ k

                                          Sender

Base Station (Snoop agent)

Receiver

   Figure 4.5 Higher-priority retransmissions from the Snoop agent ensure that the new ACK

      generated is smaller than if retransmissions w ere queued at the tail of the interface queue.

             In this example, packet 1 was lost and is being retransmitted at higher priority. When it

reaches, the new cumulative ACK would be 4. If the retransmission were not done at higher

      priority, two more duplicate AC Ks would be generated (w hen 5 and 6 reach), and the new

                                                                    ACK  generated when 1 eventually reaches would be 6 (compared to 4).

6

5

1

1

Duplicate

ACKs cause

retransmission

of packet 1. These

Already queued at output interface

2

3

4

1

1
Higher-priority retransmission

duplicate ACKs are

also suppressed.

0

4.4  Data Transfer from a M obile Host

We now proceed to discuss the case of data transfer from  a mobile host. While this has convention-

ally been a less-com mon scenario for wireless information access, it is rapidly gaining in impor-

tance. There are an increasing number of Web and other information servers that serve pages from

behind wireless links [85, 64].

It might be tempting to com e to the conclusion that a protocol very similar to the one described in

earlier sections for data transfer to the mobile host can be used in this case as well. In particular,

one of the important features of the previous case was that it required changes only to the base sta-

tion and not to any other entities in the network. However, it is unlikely, if not impossible, that a

protocol with modifications made only  at the base station can substantially im prove the end-to-end

perform ance of reliable bulk data transfers from  the MH to other hosts on the network, while pre-

serving the precise semantics of TCP ACKs. For exam ple, simply caching packets at the base sta-

tion and retransm itting them as necessary will not be particularly useful, since packet corruption is

likely to occur en route from the mobile host to the base station. Running a snoop agent at the

mobile host will be inappropriate because the same duplicate ACKs signify both corruption and

congestion losses. There is no way for the mobile sender to know if the loss of a packet happened

on the wireless link or elsewhere in the network due to congestion.

There are at least two ways in w hich the basic snoop scheme can be enhanced to achieve good per-

formance for this case˙the first involves the use of negative acknowledgments and the second the

use of Explicit Loss Notifications (ELN). We first describe the first approach, and then the second,

which we believe to be an elegant solution to the problem that has the advantage of simplicity. In

the next chapter, we show how the ELN-based algorithm naturally generalizes to the case when the

wireless link is a transit link bridging two or more wired networks.

4.4.1 Using Negative Acknowledgments

An agent at the base station keeps track of the packets that were lost in any transmitted w indow

and generates negative acknowledgments (NAKs) for those packets back to the mobile sender.

This is especially useful if several packets are lost in a single transm ission window, a situation that

happens often under high interference or in fades where the strength and quality of the signal are

low. These NAK s are sent when either a threshold number of packets (from  a single window) have
reached the base station or w hen a certain amount of tim e has expired without any new packets

from the mobile. Encoding these NAKs as a bit vector can ensure that the fraction of the sparse

wireless bandwidth consumed by NAKs is relatively low. The mobile host used these NAKs to

selectively retransmit lost packets.

NAK s can be implemented using TCPś Selective Acknowledgm ent (SACK) option [92,

Section 2.3.1]. The snoop agent could use SACKs to enable the m obile host to quickly (relative to

the round-trip time of the connection) retransmit missing packets. The only change required at the

mobile host is to enable SACK processing. No changes of any sort are required in any of the fixed

hosts. Also, SACKs are generated by the snoop agent w hen it detects a gap corresponding to miss-

ing packets; we emphasize again that no transport-layer code runs at the base station to do this.

There is a danger of a possible violation of end-to-end semantics in this schem e, because the snoop

agent would send SACK inform ation about segments it receives, but they may not yet have been

received by the intended receiver. This w ill lead to problem s if the corresponding segments get lost

later in the path. However, this is not strictly true because of the semantics of TCP SACK s: they

are advisory  in nature, and only cum ulative ACKs are binding. What this means is that even if a

TCP sender receives SAC Ks for certain data blocks, it must not clean those segm ents from itś

transmission buffer or assum e successful reception, until cumulative ACKs arrive for them.

However, this approach based on SACKs is inelegant because it relies on a relatively obscure fea-

ture of the SAC K specification. Of course, we could implement an explicit NAK scheme, but that

would require complex modifications at the sender, w hich would anyway implement SACKs in the

future. In addition, we would like to avoid explicit protocol messaging as far as possible, and both

SACKs and NAKs generated from  the base station do not provide this. All these issues led us to

investigate alternate protocols; w hat follows is one such scheme.

4.4.2 Using Explicit Loss Notifications

Explicit Loss N otification (ELN) is a mechanism by which the reason for the loss of a packet can

be communicated to the TCP sender. In particular, it provides a way by which senders can be

informed that a loss happened because of reasons unrelated to network congestion (e.g., due to

wireless bit errors), so that sender retransm issions can be decoupled from congestion control. If the

receiver or a base station knows for sure that the loss of a segm ent was not due to congestion, it
sets the ELN bit in the TCP header and propagate it to the source. In the situation at hand, this

ELN message is sent as part of the same connection (and not in a separate way, using ICMP for

instance). This simplifies the sender implementation as it receives messages in-band. ELN is a

general concept that has applications in a wide variety of w ireless topologies. In this section, we

describe it in the context of data transfer from a mobile host connected to the rest of the Internet

via a cellular wireless link. The next chapter discusses how it helps improve end-to-end perfor-

mance over wireless transit links.

The snoop agent running at the base station monitors all TCP segments that arrive over the wire-

less link. However, unlike in the previous case, it does not cache any TCP segments since it does

not perform any retransm issions. R ather, it keeps track of holes  in the sequence space as it receives

data segments, where a hole is a missing interval in the sequence space. These holes correspond to

segm ents that have been lost over the wireless link. However, it could also be the case that the

packet was lost due to congestion at the base station. To avoid against wrongly marking a conges-

tion hole as having been due to a wireless loss, it only adds a hole to the list of holes when the

num ber of packets queued on the base stationś input interface is not close to the maximum queue

length.

When ACKs, especially duplicate ACKs, arrive from the receiver, the agent at the base station con-

sults its list of holes. It sets the ELN  bit on the ACK if it corresponds to a segm ent in the list before

forwarding it to the data sender. It also cleans up all holes w ith sequence numbers smaller than the

current ACK, since they correspond to segments that have been successfully received by the

receiver. When the sender receives an ACK with ELN information in it, it retransm its the next seg-

ment, but does not take any congestion control actions. The sender also makes sure that each seg-

ment is retransm itted at most once during the course of a single round-trip, as the snoop agent

would flag an ELN for each  duplicate ACK  following a loss.

4.5  Mobility

As a mobile host moves, it may get out of the range of its current base station but still be within the

range of other neighboring base stations. To maintain the mobile hostś connectivity, a handoff  is

perform ed to re-route traffic to and from  the mobile host via the new base station. However,

depending on the details of the handoff algorithms, this procedure could lead to packet losses and
reordering, w hich in turn could cause significant deterioration in the perform ance of ongoing TCP

transfers [25].

In Section 2.5.5, we discussed the details of som e schemes to im prove TCP performance when

users are mobile [25, 8, 131]. In this section, w e describe how the Snoop protocol is integrated

with a low-latency handoff protocol that leads to good TCP performance in the presence of both

bit-errors and user mobility.

A small amount of buffering at and retransmission from base stations prevents packet loss during

the short handoff period. In [26], the buffering happens at the m obile hostś old base station, which

forwards packets to the new base station at the time of handoff. We use a multicast-based scheme,

where one or more base stations in the vicinity of the current one join a multicast group corre-

sponding to the m obile host and receive all packets destined to it [131]. When the handoff occurs,

the new base station is readily able to forward the buffered and the newly arriving packets without

incurring any losses or introducing any delay or reordering. This prevents unnecessary invocations

of TCP fast retransmissions.

In contrast to these schemes that operate at the network layer, handoffs in a split-connection con-

text (e.g., I-TCP [10]), involve the transfer of transport-layer state from the old base station to the

new one. This results in significantly higher latency; for example, [8] reports I-TCP handoff laten-

cies of the order of hundreds of milliseconds in a WaveLAN-based network. As we show in

Section 4.7.2, this is over an order of m agnitude slower than our schem e.

4.5.1 Multicast-based Low Latency Handoffs

As in Mobile IP [112], all packets arriving from  a fixed host are intercepted by an entity called a

hom e agent. Corresponding to each m obile host is a pre-assigned multicast address, which the

hom e agent knows. The hom e agent encapsulates every packet intended for the mobile host using

this multicast address and forwards it as shown in Figure 4.6.

At the same time, the mobile host chooses a small number of base stations in its current neighbor-

hood (based on metrics like the received signal strength, error rates, etc. com puted from periodic

beacon signals) to join this multicast group on its behalf. One of these base stations is set up as the

primary and is the forwarding  base station. The other secondary base stations are buffering  base
stations, storing a small number of recent packets in anticipation of a handoff. In our system, hand-

offs are initiated by the mobile host, which chooses one of the other base stations (typically a buff-

ering base station) to become the primary forwarding one and sends a m essage to the current

primary base station informing it to stop forwarding packets.

The snoop agent relies on a cache of unacknowledged packets at the base station to improve end-

to-end TCP performance. After a handoff, the new base station must have the current set of unac-

knowledged packets in its cache to provide improved perform ance based on local retransmissions,

when losses occur due to packet corruption. It is clear how this is achieved by using our multicast-

based scheme.

Multicast allows the snoop agents at the buffering base stations to mirror  the state present in the

primary base station for the different TC P connections. Using these packets, the agents build up

their caches for various connections to the mobile host. However, during this period ACKs from

the MH  continue to pass only through the prim ary BS , the mobile hostś default router. Therefore,

the nearby buffering base stations cannot snoop on any ACKs for the caches they are mirroring.

This prevents them from promptly freeing up packets that have safely reached the MH. The caches

at these base stations are maintained using a ^discard-oldest~ policy, since we would like to have

the most recent packets at a new base station as soon as a handoff occurs.

Once the handoff occurs, ACKs begin to pass through the new forwarding BS. The first ACK the

BS receives identifies which packets have been received by the MH on that connection. The BS

uses this information to clean and synchronize the contents of the snoop cache to the last state of

the previous primary BS.

                 Fixed Host

Base Station

Mobile Host

Figure 4.6 Multicast-based handoffs.

Base Station

Home Agent

Buffer ing
Forwarding

                                                                                                                Internet

Encapsulates using

multicast address

The state of the new and previous BSs may not be identical after the synchronization. The new pri-

mary BS may be missing several packets from its snoop cache. This is because it may have either

missed several packets while it was in buffering m ode (due to congestion) or buffered packets for

only a short period of tim e before the handoff. How ever, none of this affects the correct function-

ing of the connection because this state is soft. Since the snoop agent does not change any of the

end-to-end semantics of TCP, the protocol is resilient to these gaps in its state. As the connection

progresses the gaps in the agentś state are resolved. Our experience has been that it takes only a

very small num ber of packets (usually less than four) before the Snoop agent at the new  base sta-

tion reaches the current state.

The duration of a handoff is short since no state is explicitly transferred between BSs. The state

transfer is avoided because the new primary BS mirrors the state of the previous primary BS prior

to handoff. This handoff scheme attains low-latency for TCP stream s since multicast provides a

simple, lightweight way to m irror state changes at the Snoop agents.

4.6  Implem entation

We have im plem ented the Snoop protocol on a testbed consisting of IBM ThinkPad laptops and

Pentium  base stations running BSD/OS 3.0 from BSDI, communicating over a Lucent WaveLAN.

The implem entation currently supports bulk transfers to and from  mobile hosts and is integrated

with mobility software that provides smooth, low-latency handoffs described in the previous sec-

tion.

Recall from Section 4.2.2 that one of the key design goals in the Snoop protocol was the use of soft

state . This makes crash recovery and state m anagement during mobility easy, unlike in approaches

involving hard state, where a crash might compromise an existing connection or user mobility

might entail explicit state transfer. This design goal was faithfully followed in our implementation,

where care was taken to ensure that there was little permanence or criticality to the state m ain-

tained by the snoop agent, as far as the correct  working of the end-to-end connection was con-

cerned. The state maintained by the snoop agent can be reconstructed from scratch by snooping on

a few packets and AC Ks.

Although the Snoop protocol is conceptually a transport-aware link  protocol when the direction of

data transfer is from a FH to a MH, we implement it in the network (IP) layer of the BSD kernel.

This is done primarily for reasons of sim plicity, because w e have ready access to the IP and TCP

headers of the packet without any Ethernet-level headers at this point. This also enables easy inte-

gration with handoff modules that reside at the network layer of the stack.

When a TCP segment arrives from  or is intended for a MH, it passes on to the Snoop protocol con-

trol function. This function determines which specific agent to invoke, depending on the connec-

tion, and if necessary, instantiates one.

4.6.1 State Management

When a TCP segm ent arrives from  or destined for a MH, the snoop control code attempts to obtain

the per-connection data structure from  its hash table of connections. If this attempt fails, a new

agent is created and initialized for the connection. A new agent is also created if the attem pt suc-

ceeds, but the segment that just arrived is a SYN segm ent, because this signifies the start of a new

connection. At the same time, the old agent (if there is one) is freed and its space reclaim ed. We do

not constrain the creation of a new segment to happen only when a SY N segment arrives, in keep-

ing with our soft state design philosophy. B y doing this, we ensure that agent setup is spontaneous

and automatic upon the arrival of any segment.

The state maintained by the snoop agent is cleaned, and any cached packets freed, when a segment

with the FIN or RST flags arrive. However, clean-up of agent state is not dependent on the arrival

of a FIN˙state is also cleaned if there has been no activity on the connection for a time specified

by the garbage collection timer, set to 20 seconds in our implementation. If the end-to-end connec-

tion has not terminated and is in fact continuing after a long idle time, nothing untoward hap-

pens˙ agent state is implicitly instantiated upon the arrival of the first segment on the connection.

In contrast, hard state implementations like split connections are constrained to keep the TC P con-

nection open and consume control block state at the BS even when the connection is idle for long

periods of time. Furthermore, they are vulnerable to mistakes in BS state or to BS crashes, a draw-

back not present in the soft state implementation that the Snoop protocol enables.

Finally, we note that state management is complicated by the bi-directional nature of TCP connec-

tions. Data can flow in both directions of the same connection, and ACK s are sometimes piggy-
backed on data segments. When a FIN segment arrives at the BS, only the state in the agent for that

direction of the connection is cleaned; in general, the other direction will still be active. The gar-

bage collection tim er cleans state in both directions, since it is triggered only when both directions

have been idle

                                                                                           1
                                                                                                 . A nother complication arises because of temporary routing pathologies when a

MH moves between cells. There could be periods of tim e during which data packets go through

one B S (via an active snoop agent), but ACKs may go through another BS. This situation can be

detected, since the difference between the last sequence number and the last ACK seen at the BS

would be larger than the maximum transmission window size. When this happens, the agent

ensures that the replacem ent policy in the snoop cache is LRU; i.e., recently arriving segments are

cached by replacing the oldest ones. The agent also disables the local retransmission timer until the

routing inconsistency is resolved.

4.6.2 Data Transfer from a Fixed Host

To achieve good TCP performance in this case, we need to modify only the software at the BS. The

mobile host and fixed hosts on the Internet are unchanged.

Data structures:  The data used by the snoop agent are hierarchically organized. At the highest

level is a hash table that uses the source and destination ports as a key and hashes into a pointer to

the per-connection state. The per-connection state consists m ainly of the snoop packet cache and

some other associated information. The snoop cache is maintained as a circular (ring) buffer of

packets, consisting mainly of pointers to kernel mbufs  [97]. The state maintained for each packet

includes the packet sequence number, its size, the number of attempted local retransmissions, and

a flag set if the packet was thought to have been retransmitted by the sender. For each connection,

we also maintain som e other associated information, as depicted in Figure 4.7. Since this soft state

takes up only 54 bytes per active connection, most of the used m emory is due to the packets them-

selves. In general, the size of the cache at a forwarding base station needs to be large enough to

handle the maximum transmission window size.

1. We could have maintained independent garbage collection timers for each direction, but decided against it

                 because we wanted to minimize the number of timers and timer interrupts in the protocol.

Data processing:  The implem entation of this phase consists of a caching step and a forwarding

one. Several studies have shown that one of the predominant im plem entation costs of TCP arises

due to the copying of data [34, 73]. We use the reference counting mechanism in kernel mbufs  to

avoid data copying in the snoop agent. Thus, we do not incur any extra overhead associated with

copying at the base station. Thus, the overhead due to the protocol im plementation is negligible in

the com mon case when segments are arriving in increasing order: an incoming segment is added to

the cache without copying it, and it is forwarded on to the m obile host. A small number of state

variables (the last sequence number seen and a flag indicating that the connection is still active) are

updated.

     typedef str uct wi_conn_state { /* FH --> MH */

             u_shor t  wi_state;      /* current state of snoop (wired sender) */

             u_shor t  wl_state;      /* current state of snoop (wireless sender) */

             u_long   addr ;             /* address of FH (wired side) */

             u_long   wladdr ;         /* address of MH (wless side) */

             u_shor t  por t;              /* wired side por t */

             u_shor t  wlpor t;          /* wireless side por t */

             tcp_seq  last_seen;   /* first byte of last packet buffered */

             tcp_seq  last_ack;     /* last byte recd. by MH for sure */

             u_shor t  last_win;      /* last flow control window size from receiver */

             tcp_seq  expected_next_ack;  /* expected next ACK on connection */

             shor t    expected_dacks;         /* expected number of duplicate ACKs */

             tcp_seq  iss;              /* initial seq # for this connection (used for debugging) */

             long     sr tt;                /* smoothed r tt estimate */

             long     r ttdev;            /* smoothed r tt linear deviation */

             shor t    bufhead;        /* next pkt goes here in r ing buffer */

             shor t    buftail;           /* first unack’d pkt in r ing buffer */

             shor t timeout_pending;            /* timeout pending on this connection */

             packet_t *pkts[];        /* r ing buffer of unackd́ packets (snoop cache) */

     } wi_conn_state_t;

     typedef str uct wl_conn_state { /* MH --> FH */

             tcp_seq  wl_last_seen;    /* last seq  number seen from wireless side (MH) */

             tcp_seq  wl_last_ack;      /* last ACK seen */

             shor t    wl_bufhead;         /* head of seq_t r ing buffer */

             shor t    wl_buftail;            /* tail of r ing buffer */

             seq_t    *wlseqs[];            /* r ingbuf of seq #s and sizes */

     } wl_conn_state_t;

           Figure 4.7 Per-connection data structures used in the implementation of the Snoop proto-

     col. For data transfer from a FH , the space used is 54 bytes. Thus, most of the space is used

          by the TCP segments themselves. For a transfer from a MH, typical space consumption is

                                                        16 bytes, plus 8 bytes per hole to store the holeś sequence number and size.

To make it easy to clean acknowledged data from the cache and also perform local retransm issions,

the cache is m aintained in increasing sequence order. Thus, when out-of-sequence data arrives at

the snoop agent, we may need to reorganize the ring buffer. If the arriving segment is smaller in

sequence than the low est segment currently cached, then we prepend it to the cache and forward

the segm ent on. If not, we traverse the cache and locate the position of the current segment, shift

all the earlier segments to the left, and insert the current one at that position. Finally, the cache

might be full, in w hich case w e eliminate the oldest segm ent and cache the current recent one.

Continuing to save old segments is inappropriate in general because the mobile host may have

moved out of range of the current base station and be sending (and receiving) its packets via

another BS.

ACK processing():  When a new ACK arrives at the base station, we forward it on to the fixed host

and clean the snoop cache by freeing the packets corresponding to packets already acknowledged

by the mobile. We also update the estimate of the w ireless linkś round-trip time and linear devia-

tion, and restart the pending retransmission timer. When a duplicate ACK  arrives, w e perform  the

algorithm described in Section 4.3.2.

Retransmissions:  In addition to retransm itting packets depending on the number and type of

ACKs received as described in Section 4.3.2, the snoop agent also performs retransmissions trig-

gered by timeouts. The retransmission tim er is based on the estimate of the sm oothed round-trip

time ( sr tt ) of the last link. We compute this using the standard exponential weighted moving aver-

age technique, sr tt = (1-
a
)*old_sr tt +
a
*curr_r tt, with
a
 set to 1/8. We also estimate the mean linear

deviation of the round trip time sim ilar to TCP (Chapter 2) and retransm it a packet if we do not

receive an ACK in a time equal to the sm oothed estim ate plus four times the linear deviation. To

limit the amount of time spent processing tim er interrupts, we do not tim eout more frequently than

a m inimum threshold time, set to 200 ms in our implementation.

On both data-driven and timer-driven retransmissions, the segment retransmission function ensures

that the number of retransmissions is less than a configurable maximum threshold (whose default

value is 8). If so, then it sets the IP type-of-service (TO S) field to IPTOS_LOWDELAY  in the IP

header of the packet and forwards the packet on to the destination. This is an indicator to the lower

level interface queues to transmit this packet at a higher priority than currently enqueued packets.

4.6.3 Data Transfer from a Mobile Host

To achieve good TCP performance in this case, we need to make modifications to both the BS and

the MH, which is the TCP sender. Fixed hosts in the rest of the Internet are unchanged.

Data structures:  At the BS, the snoop agent detects holes in the data transmission from the MH.

However, unlike in the previous case, it does not have to cache any data segments, which m akes its

implem entation simpler. The basic data structure used for this purpose is a list of blocks, m aximal

contiguous segments of data specified by a starting sequence number and size. Gaps between

blocks correspond to missing segments in the transmission sequence. A t the MH, a new variable is

added to the connectionś TCP control block to keep track of the last ELN -triggered retransmis-

sion.

Data processing:  When new data arrives from  the MH at the BS, the agent attempts to coalesce it

with an existing block and checks if it bridges a previous hole. A new data segment that is out of

the normal increasing sequence creates a hole, because segments in between have been lost. The

agent ensures that every hole was the consequence of a corruption-induced loss, and not due to

congestion. Congestion-induced losses can occur in two ways˙due to the base stationś input

queue overflowing, or due to the mobile hostś output queue overflowing. Piggybacked on each

packet from  the MH is its instantaneous output queue length, which the base station can use to

classify each loss it detects. When a new, out-of-sequence packet arrives at the BS, the snoop agent

checks the size of its input queue and gets the size of the MHś output queue from the packet. If

either of the instantaneous queue sizes is above a certain threshold of the maximum (set to 75% in

our implementation), then this loss is not considered as one due to corruption. Because the agent

should only flag ELN information for those losses that were unrelated to congestion, the implicitly

maintained list of holes should only include packets lost due to corruption.

ACK processing:  Whenever an ACK arrives at the BS, the agent updates the list of blocks by

cleaning up all blocks (or parts of blocks) that have been acknowledged so far. It also checks if the

ACK corresponds to a hole, i.e., if the next segment in sequence was lost due to corruption on the

wireless link. It does so by comparing the ACK to the sequence num ber of the earliest block cur-

rently in its list for that connection. If the value of the ACK is smaller, it sets the ELN bit in the

TCP header, modifies the TCP checksum, and forwards the ACK on to the MH. Because there is
currently no specific bit in the TCP header for ELN, w e use one of the unreserved bits for this pur-

pose. Note that while ELN marking happens most often for duplicate ACKs, it can (and does) also

happen for new ones. H owever, it does not happen when the list of blocks is empty, because there

is no way the agent at the B S can know if any further data has been transmitted by the mobile host.

When the MH receives an ACK with the ELN bit set, it retransmits the m issing packet and updates

a variable ( eln_last_rxmit ) that keeps track of the last ELN-induced retransm ission. This ensures

that the MH does not retransmit the same packet on every ACK with ELN  that it receives via the

base station; thus, the retransmission policy is left to the end-host, and the base station only con-

veys relevant inform ation to it. The TCP stack at the MH uses a configurable variable,

eln_rexmt_thresh , to determ ine w hen to retransmit a segm ent upon receiving an ACK with ELN

set. U pon receiving eln_rexmt_thresh  ACKs w ith ELN, it retransm its the missing segment. In our

implem entation and experiments, we set its value to 2.

When the MH retransmits a segment based on ELN information, it does not reduce its congestion

window and perform  congestion control. It also bypasses the fast recovery code that inflates the

congestion window  for every duplicate AC K. Finally, we note that these actions are taken only for

duplicate ACKs with ELN, and not for other duplicate ACKs that signify network congestion.

4.7  Implem entation Perform ance

We performed several experiments with the Snoop protocol in our WaveLAN-based wireless test-

bed and compared the resulting performance with TCP Reno. We present the results of these

experiments in this section. In the absence of packet losses, the maximum throughput achieved by

a TCP connection was about 1.5 Mbps.

4.7.1 Wireless Bit-Errors

Figure 4.8 shows sequence traces of TCP transfers over an error-free link, as well as TCP Reno

and the Snoop protocol over error-prone links. The middle curve shows the progress of a transfer

using the Snoop protocol, which is a curve close to the ideal, error-free case. The performance

improvement in this transfer over TCP Reno is a factor of four. This is typical of the degree of

improvement we obtain in our WaveLAN-based wireless testbed for reliable data transfers.

90

We now discuss the results of m easurements under controlled error conditions. We first present the

results of data transfer from a fixed sender to a mobile receiver. The maximum possible window

size for the connection was 64 KBytes and the maxim um  TCP segment size was 1440 bytes.

To m easure the performance of the implementation under controlled conditions, we used an expo-

nentially-distributed bit-error m odel. We emulated bit-errors using an exponential distribution for

each bit-error rate. The emulator changed the IP checksum  of the packet at the receiver if the error

generator determined that the packet should be dropped. This was done on both sides of the wire-

less link, so both TCP data and ACK s w ere corrupted. The choice of exponential distribution was

not intended to model reality, but to characterize the relative im provement in performance at each

controlled bit-error rate. In Section 4.8, we discuss the performance of the Snoop protocol using

traces of errors collected from a real testbed. Each run involved a 10 MByte transfer that was

repeated twenty times at each error rate.

0

200000

400000

600000

800000

1e+06

1.2e+06

1.4e+06

1.6e+06

1.8e+06

2e+06

0 10 20 30 40 50 60

Time (s)

Sequence number (bytes)

Figure 4.8 Sequence traces of wide-area TCP transfers over a last-hop WaveLA N wireless

link, using an ideal error-free link, as w ell as TCP Reno and the Snoop protocol over error-

prone links. The middle curve show s the performance improvement over TCP Reno and

contrasts it to Figure 4.2.

TCP Reno
Snoop protocol

Ideal TCP with

no wireless

bit-errors

with errors
with errors

91

Figure 4.9 compares the throughput of a connection using the Snoop protocol with that of a con-

nection using TCP Reno, for various exponentially-distributed bit-error rates shown on a log scale.

We see that for bit-error rates of over 1x10

-6
 (close to the 64 KB point on the horizontal axis of the

graph) the Snoop protocol perform s significantly better than unmodified TCP, achieving a through-

put im provement factor of 2 to 20 depending on the bit error rate. In fact, the Snoop protocol was

robust and com pleted the run even when every other packet was being dropped over the last link,

whereas the regular TCP connection did not make any significant progress. Under conditions of

very low bit error rates (< 5x10

-7
), there is little difference between the Snoop protocol and

unm odified TCP. At such low bit errors there is typically much less than one error per transmitted

window and unmodified TCP is quite robust at com bating these error rates. At these error rates, the

Snoop protocol behaves as is it were not present and incurs no overhead.

A more detailed picture of the behavior of the protocols can be seen can be seen in Figure 4.10,

which plots the packet sequence trace for one of the experiments. The figure shows the comparison

of sequence num ber progression in a connection using the Snoop protocol and a connection using

TCP Reno for an exponentially-distributed bit-error rate of 3.9x10

-6
(a bit error every 256 Kbits on

average). We see that the Snoop protocol maintains a consistent level of progress, resulting in good

throughput, while TCP Reno unnecessarily invokes congestion control procedures in response to

0

0.2

0.4

0.6

0.8

1.0

1.2

1.4

1.6

8 16 32 64 128 256 512

Throughput (Mbps)

0

200

400

600

800

1000

1200

Percent improvement

8 16 32 64 128 256

Figure 4.9 Performance of TCP Reno and the Snoop protocol for a bulk transfer across a

range of bit-error rates. The figure on the left shows the throughput, while the one on the

right shows the percentage improvement due to the Snoop protocol.

Inverse Bit-Error R ate (KBytes

-1
) Inverse Bit-Error Rate (KBytes

-1
)

Snoop protocol

TCP Reno

92

bit-error losses several times during the course of the connection. This phenomenon leads to time-

outs that appear as the flat and empty regions of the curve, significantly degrading the resulting

throughput. For this particular transfer, the aggregate bandwidth with the Snoop protocol was

about 1 Mbps, while it was only about 0.25 Mbps for TCP Reno.

We also performed several experim ents to measure the performance of data transfer from the MH

to the FH. These results, measured across a range of exponentially-distributed bit-error rates, are

shown in Figure 4.11. As before, there are significant performance benefits of using the Snoop

protocol coupled with ELN in this situation. These measurements were made for wide-area trans-

fers betw een UC Berkeley and IBM Watson Research Center (N Y), across one w ireless WaveLAN

hop and 16 Internet hops. At m edium  to high error rates, the performance improvement due to

ELN is roughly 100%. A t lower error rates, TCP Reno perform s quite well as expected, and the

benefits of ELN are not as pronounced. The m ain advantage of ELN is that it helps maintain a

large TCP congestion w indow even when wireless error rates are high, reacting only to congestion.

While the relative performance of ELN is about 100% better than Reno at high error rates, it is not

as high as the relative improvem ent for the FH to MH case using the Snoop protocol. The reason

0

2e+06

4e+06

6e+06

8e+06

1e+07

1.2e+07

0 50 100 150 200 250 300 350

Snoop TCP Reno

Figure 4.10 Sequence trace for transfer to MH  over a channel with 3.8x10

-6
(1/256 Kbits) BER.

Time (seconds)

Sequence number

93

for this is that the Snoop protocol performs quick local recovery in addition to shielding the sender

from congestion. On the other hand, loss recovery with ELN is due to TCP retransmissions alone.

When multiple losses occur in a window TC P with ELN incurs a coarse timeout, leading to ^only~

a 100% improvement in throughput. A m ore detailed quantitative evaluation of this and enhance-

ments to further improve performance are in Chapter 5.

4.7.2 Mobility

To isolate and measure the impact of handoffs on TCP perform ance, we exam ined the performance

of a TCP connection to the mobile host w ith regularly spaced handoffs betw een two base stations.

As m entioned in Section , each base station sends out a beacon signal once per second. The pres-

ence of these beacons reduces the peak TCP throughput in the absence of errors and handoffs to

1.45 Mbps. In this experiment, the arrival of a beacon at the mobile host does not trigger an analy-

sis of the signal strengths of the different base stations; instead, the mobile host uses the time

elapsed since the last handoff to determine if a handoff should occur. We performed several tests to

stress the performance im pact of the handoff scheme, varying the tim e betw een handoffs from 1 to

Figure 4.11 Throughput of TCP Reno and TCP Reno enhanced with ELN across a range

of exponentially distributed bit-error rates, for transfers from a mobile host.

0

0.1

0.2

0.3

0.4

0.5

0.6

8 16 32 64 128 256 512

Inverse Bit-Error Rate (KBytes

-1
)

Throughput (Mbps)

TCP Reno+ELN

TCP Reno

94

10 seconds. The results for different handoff frequencies is shown in Table 4.1 . These m easure-

ments show that even frequent handoffs have very little im pact on performance. In real environ-

ments, handoffs are usually likely to occur much less frequently than once per second.

The behavior of a connection experiencing handoff is show n in Figure 4.12. The figure plots the

sequence numbers of a TCP connection to a mobile host with handoffs occurring every 10 sec-

Time Between

Handoffs (sec)

Throughput

(Mbps)

Standard Deviation

(Mbps)

1 1.42 .011

2 1.43 .016

3 1.43 .012

5 1.43 .014

8 1.44 .012

10 1.43 .012

Inf. 1.45 .011

Table 4.1  TCP Throughput received by the mobile host at different handoff frequencies.

The last row, labeled ^Inf.~ corresponds to the ^no-handoff~ case.

0

2e+06

4e+06

6e+06

8e+06

1e+07

1.2e+07

1.4e+07

0 10 20 30 40 50 60 70 80 90

Figure 4.12 Sequence numbers for transfer to mobile host over channel with handoffs

every 10 seconds.

Time (seconds)

Sequence number

95

onds. We see that the data transfer progresses without any significant interruptions despite the

presence of the handoffs. The throughput during this transfer was about 1.4 Mbps.

Figure 4.13 shows the performance obtained from the com bination of the Snoop and handoff pro-

tocols. The figure plots the receiver throughput seen over a 10 Mbyte transfer. The connections

experienced different error rates, shown on the x-axis, and handoffs at a fixed rate, once every 5

seconds. At low bit-error rates, < 1x10

-6
 (one error every 1 Mbits of data), we obtain close to the

peak performance available in the presence of beacons, 1.45 Mbps. At higher bit-error rates, we

see performance comparable to transfers through Snoop to a mobile host not experiencing handoff.

This indicates that the handoffs do not adversely affect the snoop processing and that the Snoop

agent state is effectively m irrored at the buffering base stations.

4.8  Detailed Simulations

To thoroughly evaluate perform ance under different bandwidths, latencies, error rates and work-

loads, and to quantify the scaling behavior of the Snoop agent, we performed a number of other

experiments in ns  (Section 3.1). We now discuss these results.

0

0.2

0.4

0.6

0.8

1

1.2

1.4

1.6

8 16 32 64 128 256 512 1024 2048

Figure 4.13 Throughput received by the mobile host at different bit-error rates (log

2

 scale).

Handoffs occur every 5 seconds.

Inverse Bit Error Rate

(1 error every x  KB, on average)

Receiver Bandwidth (Mb/s)

96

We first present some results that validate the simulation of the Snoop protocol and TCP in ns .

Then, we present several results of bulk and Web transfers under different topologies, and a quan-

titative analysis of the scaling behavior of the Snoop protocol as a function of the memory con-

sumed at the base station by the Snoop agent. In m ost of these experiments we use the empirical

channel error model derived in Section 3.1.2.

We start by presenting a set of m easurem ents to validate our simulation environment with real

measurements. We do this by com paring the performance of a bulk TC P transfer in both environ-

ments as a function of an exponentially distributed bit-error distribution similar to the one used in

the previous sections. This comparison is shown in Figure 4.14, which com pares the percentage

improvement of the Snoop protocol relative to TCP R eno for each error rate, in both the real

implem entation and the simulator. This comparison shows that the simulations track the real

implem entation quite closely. At high error rates, the performance of TCP Reno is especially

dependent on the number and duration of timeouts that occur w hen multiple losses occur in a win-

dow, because losses are relatively frequent and window sizes are small. This explains why the rel-

0

200

400

600

800

1000

1200

Figure 4.14 Comparison of  implementation and simulation performance of the Snoop pro-

tocol relative to TCP Reno at different bit-error rates. The simulation performance closely

tracks implementation measurements.

  8               16               32             64              128            256

Inverse Bit-Error Rate(KBytes

-1
)

Relative improvement (Snop:Reno)  (%)

Simulation

Implementation
ative improvement of the real im plementation is larger than that in simulation in this realm˙

timers in the implementation are more conservative than in our sim ulations.

In the rest of this section, we use the empirical error models derived from traces collected in the

Reinas outdoor wireless network. Section 3.2.1 describes this in more detail.

4.8.1 Bulk Transfers

We perform ed four kinds of experiments modeling different combinations of LAN and WAN  sce-

narios to evaluate the Snoop protocol. These topologies are shown in Figure 4.15. We experi-

mented with wireless link bandwidths from 128 Kbps to 4 Mbps, increasing in powers of two, in

both LA N and WAN situations.

Each individual experiment, for a given combination of w ired and wireless parameters, consisted

of a 50-second TCP bulk transfer with 1000-byte TCP packets in the presence of a sm all amount of

background cross-traffic. Errors on the wireless link were generated according to the empirical

error model shown in Figure 3.3 and Figure 3.4. At the end of 50 seconds, we calculate the

throughput achieved by the transfer; for each com bination of parameters, we report the m ean of 50

distinct experiments.

Figures 4.16 and 4.17 shows the results of these simulations for the wireless LAN and wireless

WAN respectively. While the Snoop protocol achieves between 15% and 25% of the maximum

possible link bandwidth even in the presence of significant error rates, both TC P Reno and TCP

SACK achieve only between 3% and 10% of the m aximum link speeds. Furthermore, the benefits

Wired networ k (10 Mbps)

                                            Sender

Base Station

Receiver

              Figure 4.15 N etwork topologies used in simulation experiments. Wired and wireless link

                                                      delays for the LAN and WA N cases are shown near the corresponding links.

LAN: 3 ms

WAN: 100 ms

LAN: 2 ms

WAN: 100 ms

98

of the Snoop protocol relative to TC P are more pronounced in the (wired or wireless) WAN  case.

In this case, the bandwidth-delay product of the connection is larger, making it more im portant for

the sender to m aintain as large a congestion window as possible. While the predominant benefits

of the Snoop protocol in the wireless LAN case are due to its local recovery mechanisms and pre-

vention of sender timeouts, the fact that TCP and TCP SACK frequently reduce their congestion

window is not particularly problematic because of the inherently small bandwidth-delay product in

this case. But this causes significant problems and results in worse perform ance in the WAN case.

0

5

10

15

20

25

30

0

5

10

15

20

25

30

Figure 4.16 Simulated performance of TCP Reno, TCP SACK  and the Snoop protocol as a

function of link bandw idth of the wireless L AN. (a) shows the results of the TC P sender on

the same LA N as the BS, w hile in (b), the sender is 100ms away from the BS.

128    256   512      1024    2048    4096 128     256    512    1024    2048    4096

Wireless L ink Bandwidth (Kbps) Wireless Link Bandwidth (Kbps)

Throughput (% of max bandwidth)

(a) Wired LAN

     Wireless LAN

(b) Wired WAN

     Wireless LAN

Reno

SACK

Snoop

0

5

10

15

20

25

30

0

5

10

15

20

25

30

Figure 4.17 Simulated performance of TCP Reno, TC P SACK and the Snoop protocol as a

function of link bandwidth of the wireless L AN.  (a) shows the results of the TCP sender on

the same LAN as the BS, while in (b), the sender is 100ms away from the BS.

128     256   512     1024    2048    4096 128    256    512     1024    2048    4096

Wireless Link Bandwidth (Kbps) Wireless Link B andwidth (Kbps)

Reno

SACK

Snoop

(a) Wired LAN

      Wireless WAN

(b) Wired WAN

      Wireless WAN

99

The same observations explain the better relative performance of the Snoop protocol at higher

wireless link bandwidths.

4.8.2 Web Transfers

In the previous sections, we saw  that the Snoop protocol significantly improved over TCP Reno

and TCP SACK across a wide range of error rates and network topologies, for bulk transfer work-

loads. To investigate performance on shorter transfers, we performed a set of experiments with a

Web-like access workload. We use Mahś empirical Web workload mentioned in Section 3.3 [88].

We conducted experiments using TCP Reno, TCP SACK  and the Snoop protocol using the Web

workload, varying the number of concurrent TCP connections from 1 to 4, as well as using persis-

tent-HTTP [44]. The results of these experiments are show n in Figure 4.18, which depicts the

num ber of successfully com pleted individual downloads (connections) in 1000 seconds. We see

that the performance of the Snoop protocol is between three and six times better than the other pro-

tocols. We also note that the P-HTTP perform ance does not account for user think times between

0

500

1000

1500

2000

2500

3000

3500

1 conn. 2 conns. 3 conns. 4 conns. P- HTTP

Number of downloads in 10 seconds

Protocol

Figure 4.18 Simulated performance of the TCP Reno, TC P SACK, and the Snoop protocol

on a Web workload in different protocol configurations. The graphs show the number of

separate downloads (connections) using 1 to 4 concurrent connections per client, as well as

the performance of persistent-HTTP [44] for the three protocols.

Reno

SACK

Snoop

100

successive downloads, and is hence an optim istic upper bound on the performance achievable in

practice.

These results show that not only does the Snoop protocol perform well for large bulk transfers, but

that it also results in significant perform ance im provements for short transfers (combined with

occasional long ones) that characterize Web workloads today. The performance improvem ent is

between a factor of three and six for this empirical Web workload under realistic w ireless error

conditions.

4.8.3 Scaling Behavior

In this section, we discuss the results of experiments to quantify the scaling behavior of the Snoop

protocol as the number of connections grows. There are two potential sources of overhead associ-

ated w ith the Snoop protocol at the base station: processing overhead and memory consumption.

We first show that the processing overhead is negligible and then evaluate the memory consum ed

by the snoop agent.

0

50

100

150

200

250

0 4 8 12 16 20 24 28 32

Maximum Memory (KBytes)

Throughput (Kbps)

Figure 4.19 TCP connection throughput as a function of the maximum memory allocated to

the snoop cache. The maximum window size of the connection is 32 KBytes. This graph shows

the worst-case degradation because the bandw idth-delay product is large (50 K B).

The per-packet processing required at the BS when no packet losses occur is not significantly more

than without the Snoop protocol for transfers in either direction. For each incoming packet, the

protocol performs a lookup in a hash table that maintains all active TCP connections keyed by

source and destination address/port tuples and extract a pointer to the connection state. Then,

depending on the direction, the packet is either added to a cache (without any extra memory cop-

ies) and forwarded on, or else forwarded on after a check is made for any holes in the transmission

sequence. In both cases, this takes a negligible number of instructions compared to the (back-

ground) cost of routing and forwarding packets. Most of the protocol processing complexity

occurs when losses occur and duplicate ACKs arrive, but our measurements show this to be a neg-

ligible component of the forwarding code time.

We now consider the question of memory consumption at the base station. For transfers originating

from a mobile host, the amount of memory consumed is dependent on the number of holes in the

transmission sequence and is largely independent of the transmission window size. It is also inde-

pendent of the packet size, since no caching occurs in this case. For transfers to a mobile host,

memory consum ption is dom inated by the per-packet storage cost, which we quantify below.

As the number of connections increases, the state m aintained by the snoop agent increases roughly

linearly. This state has two com ponents˙a small amount of control state and state required to store

unacknow ledged packets. The maximum am ount of cache m emory consumed by the snoop agent

per connection is bounded by the maximum transmission window size of the connection. In our

implem entation, this space is not statically allocated, but is dynam ic, reflecting the actual w indow

size changes in the connection.

Thus, the key scaling question is: as the total am ount of cache memory in the base station varies,

how does the number of sustainable connections vary, at a given error rate? Here, the term ^sus-

tainable~ is used to imply that all connections must have a noticeable performance improvement

by having the Snoop protocol run at the base station, since w e can always sustain as many connec-

tions as we want, limited only by the wireless link bandwidth, with the snoop agents providing no

perform ance benefit.

We answ er this question by varying the am ount of per-connection cache memory at the base sta-

tion, and by measuring the performance of the Snoop protocol for bulk TCP transfers as a function
of the amount of cache memory. The results of this experiment, perform ed on 1KB sized packets,

is shown in Figure 4.19. We see that the perform ance linearly increases with cache memory until it

plateaus off at the maxim um  value w hen the cache size reaches a certain threshold value. This

value is equal to the ^effective~ window size for the connection. We note that this curve highlights

the worst-case performance degradation because the bandwidth-delay product of the connection is

large (50 KB).

This linear performance degradation when cache mem ory is small is expected, as the following

analysis shows. Clearly, the existence of the cache does not influence packets that were success-

fully received by the receiver. For any lost packet needing retransmission, let p  be the probability

of it existing in the Snoop cache. If W  is the effective window size for the connection and m  the

available cache mem ory, then p = m/W . Now, for each lost packet in the cache, the corresponding

connection throughput is B

h

 (cache hit contribution). Sim ilarly, the throughput for a cache miss is

B

         m

                   < B

                                             h

                                                   . Thus, the effective connection throughput is pB

h

 + (1-p)B

m

. Since p = m/W , the perfor-

mance is linear in m , and is constant for m >= W .

For the error rates observed in our experiments, performance was close to the best possible for

snoop cache sizes over 12 KBytes per connection, corresponding to the effective window size.

Given current technology trends and the inexpensiveness of memory, we do not expect base station

memory to be a practical limitation to schemes like the Snoop protocol, especially considering the

perform ance benefits obtained. A nice property of the soft state in the Snoop protocol is that the

perform ance degradation is linear in the amount of memory used.

4.9  Summary

In this chapter, w e presented the design and implementation of the Snoop protocol, a protocol that

significantly improves the performance of TCP in single-hop cellular wireless networks, providing

perform ance improvem ents up to 20 times, across a wide range of error rates.

For data transfer to  a mobile host, the Snoop protocol im proves TCP perform ance by deploying an

agent at the base station, called the Snoop agent. This agent aids in the quick, local recovery of

data loss by taking advantage of the inform ation conveyed in TCP AC Ks from the receiver. It

retransmits packets locally based on duplicate ACK s and local tim eouts, and suppresses certain
duplicate ACKs from the sender to shield wireless losses from it. The internal state it maintains is

soft, in the sense that it is not absolutely necessary for the correct end-to-end functioning of the

protocol, and is very easy to regenerate and is periodically refreshed. For data transfer from  a

mobile host, the protocol uses the Explicit Loss Notification m echanism . These notifications are

generated by the base station and sent to the mobile sender as part of the ACK stream , which reacts

to them in an appropriate manner. While the Snoop protocol in the first case (transfer to a mobile

host) is an example of a transport-aw are link protocol , in the second case (transfer from a mobile

host) it enhances the transport protocol to make it link-aware . We have also integrated the Snoop

protocol with a multicast-based low -latency handoff protocol, achieving significant improvements

in performance in the face of both w ireless bit-errors and user m obility between cells.

In the next chapter, we present a detailed performance evaluation of the Snoop protocol and quan-

titatively compare it to many other alternatives. We discuss the relative benefits of several tech-

niques used in this and other protocols, and argue that exploiting cross-layer protocol

optimizations as the Snoop protocol does, is key to achieving good performance in error-prone

wireless environments. We also discuss som e other enhancements to the Snoop protocol in that

chapter to handle wireless transit links and exploit selective acknowledgments for better loss

recovery when losses occur in bursts. Finally, we discuss some key lessons we have learned from

our experience with reliable data transport over error-prone wireless networks.