Challenges to Reliable Data Transport over Heterogeneous Wireless Networks

by

Hari Balakrishnan

                                                                                              B. Tech. (Indian Institute of Technology, Madras) 1993

M.S. (University of California, Berkeley) 1995

                                                                                                       A dissertation submitted in partial satisfaction of the

requirements for the degree of

Doctor of Philosophy

in

Computer Science

in the

GRADUATE DIVISION

of the

                                                                                                                UNIVERSITY of CALIFORNIA at BERKELEY

                           Committee in charge:

                                                    Professor Randy H. Katz, Chair

                                                    Professor Robert W. Brodersen

                                                    Professor Paul K. Wright

1998

The dissertation of Hari Balakrishnan is approved:

                                                 University of California at Berkeley

1998

            Chair Date

Date

Date

Challenges to Reliable Data Transport over Heterogeneous Wireless Networks

Copyright © 1998

by

Hari Balakrishnan

Abstract

  Challenges to Reliable Data Transport over Heterogeneous Wireless Networks

by

Hari Balakrishnan

Doctor of Philosophy in Computer Science

University of California at Berkeley

Professor Randy H. Katz, Chair

The Transmission Control Protocol (TC P) is the de facto standard for reliable data transmission in the

Internet today. While TCP has been tuned to work well over traditional wired networks, its performance

over wireless networks is much worse. This performance degradation results from several effects:

¯ The preponderance of channel error-induced packet losses compared to congestion-induced losses.

¯ Asym metric effects and latency variation due to adverse interactions between media-access protocols

                         and TCP.

¯ Small TCP transmission windows due to low wireless channel bandwidths.

While TCP adapts w ell to network congestion, it does not adequately handle the vagaries of wireless

media. In this thesis, we address these challenges in detail and design solutions to them. These solutions

incorporate link-layer techniques as well as enhancements to TCP at the sender and receiver.

The adverse effects of wireless bit-errors on TC P performance arise prim arily because TCP misinterprets

wireless losses as being due to congestion. We present the design and im plem entation of a novel protocol,

called the Berkeley Snoop Protocol, that exploits cross-layer protocol optim izations to improve perfor-

mance. In addition, we design a mechanism called Explicit Loss N otification that can successfully distin-

guish between congestion and channel error-induced packet losses to substantially enhance end-to-end

perform ance. These mechanisms have been demonstrated to provide performance improvements between

100% and 2000% across a range of bit-error rates in various cellular topologies in a Lucent WaveLAN-

based w ireless LAN, for data transfer to and from mobile hosts and w hen wireless transit links are present.

Asym metric networks pose a challenge to feedback-based protocols like TCP, because the characteristics

of the reverse path used for acknowledgm ents (ACKs) have the potential to seriously affect forward perfor-

mance. We classify asymm etry with respect to TCP perform ance into several categories, such as band-

width asymmetry, latency asymmetry, loss-rate asymm etry, etc. We design several end-to-end and

transport-aware link-layer solutions, such as ACK  filtering, TCP sender adaptation and ACK reconstruc-

tion to obtain significantly better performance over such networks. These techniques lead to performance

improvements for Internet access over packet radio networks such as Metricom’s Ricochet network and for

bandwidth-asymmetric networks such as Hybrid’s wireless cable network.

Low channel bandwidths are common in m any w ireless networks as well as on many Internet paths today.

This, and the short connections com mon in many Web transfers, lead to TCP windows being very small.

This greatly affects its data-driven loss recovery mechanism  and causes a large number of timeouts. In

addition to implem enting and evaluating the performance of TCP Selective Acknow ledgments, we analyze

data from packet-level traces of the Web server of the A tlanta Olympic Gam es to m otivate enhancem ents to

TCP’s loss recovery mechanism. Our enhancements lead to an Enhanced Recovery schem e for TCP that

greatly reduces the number of timeouts when w indows are small.

In this research, we learn some general lessons about protocol design for heterogeneous networks. Specifi-

cally, we demonstrate the significant performance benefits of cross-layer protocol optimizations, of soft-

state agents in the network infrastructure, and the advantages of data-driven loss recovery over tim er-driven

ones for better performance.

Today, wireless data networks are not widely deployed in the Internet despite the availability of a wide

range of wireless technologies: one of the main reasons for this is their poor price-to-performance ratio for

reliable data transfers. We believe (and hope!) that by significantly improving end-to-end TC P perfor-

mance by up to an order of magnitude in some cases, our solutions will accelerate the widespread deploy-

ment and adoption of wireless data networks and make them an integral part of the Internet infrastructure

of the future.

____________________________

Professor Randy H. Katz, Chair

To my great-grandmother, Seethalakshmi,

                                                        my grandmother, Janaki,

and my parents, Radha and Balakrishnan

Table of Contents

1. Introduction and Preview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

1.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 1

                                                  1.1.1 Wireless Heterogeneity . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 3

                                                  1.1.2 Poor Transport Performance  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 6

1.2 The Internet Protocol Architecture . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

                                                  1.2.1 Heterogeneity  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 7

                                                  1.2.2 Reliability  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8

                                                  1.2.3 Incremental Deployment . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 9

1.3 Preview: Three Fundam ental C hallenges . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

                                                  1.3.1 Challenge #1: Wireless Bit-Errors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 11

                                                  1.3.2 Challenge #2: Asym metric Effects and Latency Variation . . . . . . . . . . . . . . . . . 13

                                                  1.3.3 Challenge #3: Low Channel Bandwidths  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15

1.4 Contributions and Structure of Thesis  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 16

2. Background and R elated Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

2.1 Reliable Transport Protocols  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21

                                                  2.1.1 Delta-t  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

                                                  2.1.2 NETBLT  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23

                                                  2.1.3 VMTP  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

                                                  2.1.4 XTP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

                                                  2.1.5 OSI/TP4 . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24

2.2 Transmission Control Protocol (TCP)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

                                                  2.2.1 Cumulative Acknow ledgments  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

                                                  2.2.2 Loss Recovery . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 25

                                                  2.2.3 Congestion Avoidance and Control . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28

                                                  2.2.4 Connection Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

                                                  2.2.5 Window-based vs. R ate-based Congestion Control  . . . . . . . . . . . . . . . . . . . . . . 30

2.3 End-to-end TCP Enhancements . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

                                                  2.3.1 Selective Acknowledgments (SACK) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 31

                                                  2.3.2 Newreno  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

                                                  2.3.3 Forward Acknowledgments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

                                                  2.3.4 NetReno . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 33

                                                  2.3.5 Explicit Congestion Notification . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

2.4 Wireless Networks  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 34

                                                  2.4.1 Cellular Network Topology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 35

                                                  2.4.2 Wireless Technology O verview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 36

2.5 Wireless Bit-Errors and User Mobility . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 38

                                                  2.5.1 Reasons for Wireless Data Corruption  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39

                                                  2.5.2 Link-layer Protocols  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 40

                                                  2.5.3 Split-Connection Protocols  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 42

                                                  2.5.4 M-TCP . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

                                                  2.5.5 User Mobility  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 44

2.6 Asym metric Networks  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 45

                                                  2.6.1 Asym metric Satellite Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 46

                                                  2.6.2 Bandwidth Asymm etry Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

                                                  2.6.3 Bi-directional Traffic . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

                                                  2.6.4 ACK Congestion Control  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47

                                                  2.6.5 TCP over Hybrid Fiber Coaxial Broadband Access Networks . . . . . . . . . . . . . . 49

2.7 Packet Radio Networks  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49

2.8 Sum mary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 50

3. Experimental Methodology and Wireless Testbed . . . . . . . . . . . . . . . . . . . . . . . . . . . 51

3.1 Simulation Environm ent . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53

                                                  3.1.1 LAN Objects  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 55

                                                  3.1.2 Error Models  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 56

3.2 BARWAN: Bay Area Research Wireless Access Network  . . . . . . . . . . . . . . . . . . . . . . . 60

                                                  3.2.1 Lucentś WaveLAN . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

                                                  3.2.2 Metricomś Ricochet . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

                                                  3.2.3 Hybrid Networks´ Wireless Cable System  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

3.3 Measurement Techniques and Performance Metrics  . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63

3.4 Sum mary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65

4. The Berkeley Snoop Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

4.1 Introduction  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 66

4.2 Overview  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

                                                  4.2.1 Preliminary Measurements  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 68

                                                  4.2.2 Design Goals . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

                                                  4.2.3 Protocol Description  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70

4.3 Data Transfer from a Fixed Host  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

                                                  4.3.1 Data Processing . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72

                                                  4.3.2 ACK Processing  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74

4.4 Data Transfer from a Mobile Host . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

                                                  4.4.1 Using N egative Acknowledgments . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 78

                                                  4.4.2 Using Explicit Loss Notifications . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79

4.5 Mobility  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80

                                                  4.5.1 Multicast-based Low Latency Handoffs  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81

4.6 Im plem entation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 83

                                                  4.6.1 State Management . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

                                                  4.6.2 Data Transfer from a Fixed Host . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 85

                                                  4.6.3 Data Transfer from a Mobile Host  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88

4.7 Im plem entation Perform ance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

                                                  4.7.1 Wireless Bit-Errors  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89

                                                  4.7.2 Mobility . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 93

4.8 Detailed Simulations  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

                                                  4.8.1 Bulk Transfers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 97

                                                  4.8.2 Web Transfers  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 99

                                                  4.8.3 Scaling Behavior . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

4.9 Sum mary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 102

5. Cross-Layer Protocol O ptimizations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

5.1 Introduction  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 104

5.2 Taxonom y . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

                                                  5.2.1 Link-Layer Schemes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 107

                                                  5.2.2 End-To-End Schemes  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 108

                                                  5.2.3 Split-Connection Schem es  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

5.3 Experimental Methodology  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

5.4 Results  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

                                                  5.4.1 Link-Layer Protocols . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

                                                  5.4.2 End-To-End Protocols . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116

                                                  5.4.3 Split-Connection Protocols  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 119

                                                  5.4.4 Performance at D ifferent Error Rates  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 122

5.5 Enhancements to the Snoop Protocol . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123

                                                  5.5.1 Wireless Transit Links . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 123

                                                  5.5.2 Handling B urst Losses  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

5.6 Discussion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 125

5.7 Sum mary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 129

6. Effects of Asymmetry  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131

6.1 Motivation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131

6.2 Asym metric Bandwidth Networks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 133

                                                  6.2.1 Deep Reverse Queues  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 134

                                                  6.2.2 Shallow Reverse Queues . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 136

6.3 Latency Asymmetry in Packet Radio N etworks . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 136

                                                  6.3.1 Technology  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 137

                                                  6.3.2 Analysis of Problem s . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 138

6.4 Solutions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 141

                                                  6.4.1 ACK Filtering (AF) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142

                                                  6.4.2 TCP Sender Adaptation (SA)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 143

                                                  6.4.3 ACK Reconstruction (AR)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 144

6.5 Im plem entation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 146

                                                  6.5.1 ACK Filtering  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 146

                                                  6.5.2 Sender Adaptation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 147

6.6 Simulation Results  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149

                                                  6.6.1 Bandwidth Asymm etry  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 149

                                                                                                    6.6.1.1 Loss-free transfers  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 150

                                                                                                    6.6.1.2 Loss-prone transfers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 151

                                                  6.6.2 Latency Asymmetry  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153

                                                                                                    6.6.2.1 Single Bulk Transfers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153

                                                                                                    6.6.2.2 Multiple Sim ultaneous Transfers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 155

                                                  6.6.3 Combining Bandwidth and Latency Asym metry  . . . . . . . . . . . . . . . . . . . . . . . 157

6.7 Sum mary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 160

7. Enhanced L oss R ecovery for Small Windows  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161

7.1 Analysis Overview . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 162

7.2 Data Collection and Processing  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 163

                                                  7.2.1 Web Site . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164

                                                  7.2.2 Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164

7.3 TCP Emulation Engine . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 166

7.4 Analysis Results . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167

                                                  7.4.1 Retransmissions and Loss Recovery . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 167

                                                  7.4.2 Receiver-advertised window  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 168

7.5 Reducing the Occurrence of Timeouts . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 169

                                                  7.5.1 Selective Acknowledgments (SACK) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 170

                                                  7.5.2 Enhanced Recovery (ER)  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 172

7.6 Im plem entation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175

                                                  7.6.1 SACK  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 175

                                                  7.6.2 ER  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 176

7.7 Performance  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 177

                                                  7.7.1 SACK  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 178

                                                  7.7.2 ER  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 180

7.8 Sum mary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 181

8. Conclusions and Future Work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 183

8.1 Sum mary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 183

8.2 Availability . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 187

8.3 Future Directions  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 187

Bibliography . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 191

List of Figures

Figure 1.1 Rapid growth in the number of GSM wireless cellular telephones and hosts on

                                                                                                    the Internet as a function of time. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 2

Figure 1.2 Wireless heterogeneity.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

Figure 1.3 Wireless overlay network architecture. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 4

Figure 1.4 Packets between end-hosts on the Internet are routed through a set of routers.  . . 7

Figure 1.5 A ^stovepipe~ diagram showing a variety of different applications running on

                                                                                                    end-hosts comm unicating over a variety of different link technologies.  . . . . . . . 8

Figure 2.1 TCP Fast Retransm issions.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27

Figure 2.2 Dynamic evolution of TCPś congestion window.  . . . . . . . . . . . . . . . . . . . . . . . 28

Figure 2.3 Dynamic time evolution of the TCP congestion window. . . . . . . . . . . . . . . . . . . 29

Figure 2.4 TCP Selective Acknowledgm ents according to RFC 2018.  . . . . . . . . . . . . . . . . 32

Figure 2.5 Schematic arrangement of cells in a cellular wireless network.  . . . . . . . . . . . . . 35

Figure 2.6 Network topology of a cellular wireless network.  . . . . . . . . . . . . . . . . . . . . . . . 37

Figure 2.7 An example loss situation over a wireless link. . . . . . . . . . . . . . . . . . . . . . . . . . . 39

Figure 2.8 Reliable link-layer protocols perform local loss recovery over the wireless link,

                                                                                                    but could interact adversely with independent end-to-end m echanisms.  . . . . . . 41

Figure 2.9 Split-connection protocols split the end-to-end TCP connection in two, with the

                                                                                                    senderś TCP terminating at the base station . . . . . . . . . . . . . . . . . . . . . . . . . . . . 43

Figure 2.10 ACK congestion control using a RED gateway at the reverse router with ECN

                                                                                                    support at the sender and receiver to dynamically vary delack . . . . . . . . . . . . . . 47

Figure 3.1 Three phase research m ethodology.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52

Figure 3.2 Schematic representation of LAN objects in ns . . . . . . . . . . . . . . . . . . . . . . . . . . 55

Figure 3.3 Cumulative Distribution Functions (CDF) of empirically m easured error and

                                                                                                    error-free durations. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 58

Figure 3.4 Conventional m ulti-state analytic error models (left) and empirical distribution-

                                                                                                    based models (right).  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 59

Figure 3.5 Ricochetś SX packet radio m odem.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 62

Figure 3.6 Hybrid Inc.ś cable modem for asym metric Internet access. . . . . . . . . . . . . . . . . 63

Figure 3.7 Sequence number plot of a portion of a TCP transfer.  . . . . . . . . . . . . . . . . . . . . 64

Figure 4.1 Wireless topology for the Snoop protocol.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67

Figure 4.2 Sequence trace of TCP transfers over an error-free wireless link and a normal,

                                                                                                    error-prone link. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 69

Figure 4.3 Flowchart for data processing.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

Figure 4.4 Flowchart for ACK processing
.  . . . . . . . . . . . . . . . 75

Figure 4.5 Higher-priority retransmissions from  the Snoop agent.  . . . . . . . . . . . . . . . . . . . 77

Figure 4.6 Multicast-based handoffs.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82

Figure 4.7 Per-connection data structures used in the Snoop protocol.  . . . . . . . . . . . . . . . . 86

Figure 4.8 Sequence traces of wide-area TCP transfers over a last-hop WaveLA N wireless

                                                                                                    link, using an ideal error-free link, as w ell as TCP Reno and the Snoop protocol

                                                                                                    over error-prone links. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 90

Figure 4.9 Performance of TCP Reno and the Snoop protocol for a bulk transfer across a

                                                                                                    range of bit-error rates.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 91

Figure 4.10 Sequence trace for transfer to MH over a channel with 3.8x10

-6
 BER.  . . . . . . . 92

Figure 4.11 Throughput of TCP Reno and TCP Reno enhanced with ELN across a range of

                                                                                                    exponentially distributed bit-error rates, for transfers from a mobile host. . . . . . 93

Figure 4.12 Sequence numbers for transfer to mobile host over channel with handoffs every

                                                                                                    10 seconds.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 94

Figure 4.13 Throughput received by the mobile host at different bit-error rates (log 2  scale).

                                                                                                    Handoffs occur every 5 seconds. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 95

Figure 4.14 Comparison of  implementation and simulation perform ance of the Snoop

                                                                                                    protocol relative to TCP Reno at different bit-error rates.  . . . . . . . . . . . . . . . . . 96

Figure 4.15 Network topologies used in sim ulation experiments. Wired and wireless link

                                                                                                    delays for the LAN and WAN  cases are shown near the corresponding links. . . 97

Figure 4.16 Simulated performance of TCP Reno, TCP SACK and the Snoop protocol as a

                                                                                                    function of link bandwidth of the wireless LAN.  . . . . . . . . . . . . . . . . . . . . . . . . 98

Figure 4.17 Simulated performance of TCP Reno, TCP SACK and the Snoop protocol as a

                                                                                                    function of link bandwidth of the wireless LAN.  . . . . . . . . . . . . . . . . . . . . . . . . 98

Figure 4.18 Simulated performance of the TCP Reno, TCP SACK, and the Snoop protocol on

                                                                                                    a Web workload in different protocol configurations. . . . . . . . . . . . . . . . . . . . . . 99

Figure 4.19 TCP connection throughput as a function of the maximum memory allocated to

                                                                                                    the snoop cache.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 100

Figure 5.1 Experimental topology. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110

Figure 5.2 Performance of link-layer protocols: bit-error rate = 1.9x10 -6  (1 error/64 KB),

                                                                                                    socket buffer size = 32 KB.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 112

Figure 5.3 Congestion window size for link-layer protocols in the WAN experiments.  . . 114

Figure 5.4 Packet sequence traces for LL-TCP-AWARE and LL. . . . . . . . . . . . . . . . . . . . 115

Figure 5.5 Performance of end-to-end protocols: bit error rate = 1.9x10

-6
. . . . . . . . . . . . . 115

Figure 5.6 Packet sequence traces for E2E (TCP Reno) and E2E-ELN.  . . . . . . . . . . . . . . 117

Figure 5.7 Congestion w indow size as a function of tim e for E2E (TCP Reno) and E2E-ELN.

                                                                                                    117

Figure 5.8 Performance of split-connection protocols: bit error rate = 1.9x10

-6
. . . . . . . . . 119

Figure 5.9 Packet sequence trace for the wired and wireless parts of the SPLIT protocol. 120

Figure 5.10 Congestion w indow sizes as a function of time for the wired and wireless parts of

                                                                                                    the split TCP connection. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 120

Figure 5.11 Performance of six protocols (LA N case) across a range of bit-error rates,

                                                                                                    ranging from 1 error every 16 KB to 1 every 256 K B shown on a log-scale. . . 122

Figure 5.12 Topology for data transfer over a cellular wireless transit link.  . . . . . . . . . . . . 124

Figure 6.1 Schematic representation of a bandwidth-asym metric network.  . . . . . . . . . . . 134

Figure 6.2 Measured perform ance of the Hybrid w ireless cable network using different

                                                                                                    return channels, across a range of socket buffer sizes.  . . . . . . . . . . . . . . . . . . . 135

Figure 6.3 Topology of the Ricochet packet radio network. . . . . . . . . . . . . . . . . . . . . . . . . 137

Figure 6.4 (a) Packet and ACK sequence trace of a 200 KB TCP bulk transfer measured over

                                                                                                    one wireless hop in the Ricochet network. (b) Twenty successive round-trip tim e

                                                                                                    samples collected during this connection are shown.  . . . . . . . . . . . . . . . . . . . . 139

Figure 6.5 Round-trip time estimate for a 1 MB bulk transfer in a one-hop Ricochet wireless

                                                                                                    network using an optimized link-layer protocol that piggybacks link-layer ACKs

                                                                                                    with data.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 141

Figure 6.6 ACK filtering in the packet radio network. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 142

Figure 6.7 ACK reconstruction in the packet radio network  . . . . . . . . . . . . . . . . . . . . . . . 144

Figure 6.8 The simulation topology used to m odel bandwidth asymmetry. . . . . . . . . . . . . 149

Figure 6.9 Throughputs from  the sim ulation of a single one-way transfer with no data losses

                                                                                                    (experiment (A)).  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 150

Figure 6.10 Congestion window evolution for the different schemes. . . . . . . . . . . . . . . . . . 152

Figure 6.11 Simulated TCP throughputs of Reno, ACC  and AF, as a function of the num ber

                                                                                                    of wireless hops.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 154

Figure 6.12 Round-trip tim es obtained from simulations of TCP Reno and TCP with AF/SA

                                                                                                    for a connection over two wireless hops.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 155

Figure 6.13 Simulation results for the fairness index in the packet radio network.  . . . . . . . 157

Figure 6.14 Measured perform ance of a 1 MB TCP transfer across a H ybrid� w ireless cable

                                                                                                    downlink and Ricochet return channel.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 158

Figure 6.15 Simulated scaling behavior of TCP Reno , AF , and ACC  as a function of the

                                                                                                    num ber of connections for a Web-like m icro-benchmark over a packet radio

                                                                                                    return path.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 158

Figure 7.1 WWW server and monitoring setup. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 164

Figure 7.2 CDF of maximum receiver-advertised window sizes. . . . . . . . . . . . . . . . . . . . . 168

Figure 7.3 Illustration of how sm all windows affect data-driven loss recovery.  . . . . . . . . 172

Figure 7.4 Measured throughputs for TCP Reno and SACK over a 16-hop Internet path as a

                                                                                                    function of the receiver socket buffer size. . . . . . . . . . . . . . . . . . . . . . . . . . . . . 178

Figure 7.5 Performance of SACK+Newreno, SACK and Newreno as a function of

                                                                                                    connection round-trip time.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 179

Figure 7.6 Topology for ER simulation experim ents. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 180

Figure 7.7 TCP with and without ER.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 181

Figure 7.8 Sequence number traces of ER and SACK for a short wide-area transfer. . . . . 182

List of T

      ables

Table 1.1 Characteristics of a variety of wireless data networks. . . . . . . . . . . . . . . . . . . . . . 5

Table 1.2 Rated link bandwidth and measured throughput for four wireless technologies. . 6

Table 4.1 TCP Throughput received by the mobile host at different handoff frequencies.

                                                                                                    The last row, labeled ^Inf.~ corresponds to the ^no-handoff~ case.  . . . . . . . . . . 94

Table 5.1 Sum mary of protocols investigated in this chapter. . . . . . . . . . . . . . . . . . . . . . . 107

Table 5.2 This table summarizes the results for the link-layer schemes for an average error

                                                                                                    rate of one every 64 KB of data. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 113

Table 5.3 This table summarizes the results for the end-to-end schem es for an average error

                                                                                                    rate of one every 64 KB of data.  . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 116

Table 5.4 Sum mary of results for the split-connection schemes at an exponentially

                                                                                                    distributed error rate of 1 every 64 KB, on average. . . . . . . . . . . . . . . . . . . . . . 120

Table 5.5 Throughputs of Snoop and LL-SMA RT-TC P-AWARE at different burst lengths.

                                                                                                    125

Table 6.1 Performanceofdifferentprotocolsinthepresenceoflossesintheforwarddirection.

                                                                                                    152

Table 6.2 Simulation parameters of the multi-hop packet radio network.  . . . . . . . . . . . . 153

Table 6.3 Simulated perform ance of Reno, AC C/SA and A F/SA as a function of the

                                                                                                    num ber of wireless hops in the multihop wireless network. . . . . . . . . . . . . . . . 154

Table 6.4 Throughputs of TCP Reno and Reno with AF/SA as a function of the num ber of

                                                                                                    connections over one wireless hop. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 156

Table 7.1 Sum mary of analysis (percentages are relative to the category above it). . . . . . 163

Table 7.2 Raw trace statistics. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 165

Acknow ledgments

                         It has been alm ost five years since I started my graduate education at Berkeley, and when I sit back and

think about the number of people who influenced me and helped me complete this dissertation, I am over-

whelmed! There is no doubt that this w ould have been impossible without their help. I hope that I can

remember everyone who helped me through this difficult yet rewarding process.

                         First and foremost, I would like to thank m y advisor, Professor Randy Katz, for taking m e on as a stu-

dent about four years ago, even though he knew little about me at the time. It was an extraordinary piece of

good fortune that led to my becoming his student. He has been an ideal advisor in every respect, both in

term s of technical advice on m y research and in terms of professional advice. My choice of career path has

been greatly influenced by R andy and I hope that I can live up to his high standards.

                         I thank Professors Bob Brodersen and Paul Wright for serving on my qualifying exam and dissertation

comm ittees. I had a great time working on the Infopad project under Bobś supervision and learnt a lot

from m y extended association with Infopad. Paul taught one of the most interesting courses that I took, on

intelligent manufacturing systems, which broadened m y outlook and taught me what real  engineers do!

                         I benefited greatly from  the technical and career advice given to me by Deborah Estrin, Sally Floyd,

Steven McCanne, Vern Paxson, K. K. Ramakrishnan and Srinivasan Seshan. I am grateful to them for this

and look forward to interacting with them  in the future.

                         I am grateful to Darrell Long, Patrick Mantey and Eric Rosen of U.C. Santa Cruz for continuous access

to the Reinas wireless netw ork. They were very tolerant users of the Snoop protocol and suffered through

crashes and downtim es until several bugs were ironed out. I hope that this software continues to serve them

well. I would also like to thank numerous members of the wireless and network research communities who

downloaded the implementations of Snoop and TCP SACK, installed them (sometimes porting them  to

other system s), and sent m e useful feedback. My work w ould have been impossible without ns , and I thank

the mem bers of the VINT project for the splendid sim ulation testbed.

                         The B ureaucracy at Berkeley can make life difficult for graduate students, but I had no trouble with

Sproul Hall due to the trem endous efforts of K athryn Crabtree. Her friendly attitude, approachability and

sense of humor made it easy to get all administrative problem s solved. Terry Lessard-Smith and Bob

Miller were wonderful project administrators, responding promptly to my frequent requests for equipment

and other goodies. I thank them for their efforts and more im portantly, for their w arm friendship.

                         My research w as prim arily supported by DA RPA under contract DAAB07-95-C-D154 and by a Segas-

oft research grant from  the Okawa Foundation. It w as also supported by grants or equipm ent from Hughes

Aircraft C orp., Hybrid N etworks Inc., Metricom Inc. and the C alifornia MICRO program.

                         I am grateful to Mike Ritter, Mike Cunningham (Metricom Inc.) and Ed Moura (Hybrid Inc.) for help-

ing in the installation of substantial infrastructure for my experim ental work. I sincerely thank Ken Lutz,

Brian Shiratsuki and K eith Sklower who helped run our testbed.

                         The Daedalus research group set the stage for this dissertation and the num erous discussions I had with

its members greatly improved the quality of my work. I thank its mem bers, past and present˙Elan A mir,

Tom Henderson, Todd Hodes, D an Jiang, Giao Nguyen, Venkat Padmanabhan, Srini Seshan, Mark Stemm,

Helen Wang and Tao Ye, and the members of the sister Glomop research group˙Eric Brewer, Yatin Cha-

wathe, A rmando Fox and Steve Gribble˙for an intense and fun intellectual environm ent. My collabora-

tors in this group˙Srini, Venkat, Elan and Mark˙had an enorm ous impact in shaping my thinking about

networking, systems, and on the contents of this thesis.

                         One of the distinguishing features of many Berkeley research groups is the semi-annual retreats and

Randyś Daedalus group was no exception to this. These retreats, at Tahoe and Monterey, helped shape our

research agenda and check our research progress. I got several suggestions and comm ents from the partici-

pants at these retreats over the past three years. In particular, B.R. Badrinath, Mary Baker, J.J. G arcia-

Luna, Akhtar Jameel, Barry Leiner, Reiner Ludwig, Kevin Mills, Mike Ritter, Rob Ruth and Subir Varma

offered useful suggestions and criticism  on my work.

                         The stim ulating atmosphere in 443 Soda with Elan, Venkat, Mark and Todd, and its logical extensions

to Srini at IBM and Giao and Tom in 473 made it a pleasure to work there every day. The scope of discus-

sions and arguments w e had there over the past four years taught m e a number of things that are sure to

serve me well. Elan, in particular, has taught me a thing or two about being productive and simultaneously

having fun; I admire (and hope to replicate!) his work ethic and his resolve to get things done efficiently.

                         Thereś m ore to life than just oneś work. I was fortunate to have been part of a wonderful cricket team

(Berkeley Cricket Club), have regular racquetball partners (Mark, Andrew Sw an, and Srini), and have

friends like Andrew, Mark and Ketan Patel introduce m e to the vicissitudes of golf.

                         Srini Seshan played a major part in my graduate career. Over the years, he has listened patiently to

num erous ideas, good and bad, and questions I have had and has given me extremely useful and incisive

comm ents in return. I look forward to continue working with him and further developing our friendship.

                         I owe a special debt of gratitude to m y parents and family. They have, more than anyone else, been the

reason I have been able to get this far. Words cannot express my gratitude to my parents, my sister Hamsa,

my grandmother and great-grandmother who give m e their support and love from across the seas. They

instilled in me the value of hard work and taught me how to overcome lifeś disappointm ents. My wife,

Suchitra Raman, gives me her selfless support and love that make me want to excel. I am grateful to her for

enriching m y life.